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S4:443/BCY-CNTTGSM Ha Noi, ngayesthdang 6 nam 2021
V/v canh béo 15 hong bao mt
nghiém trong trén san pham vCenter Server

Kinh gui:
- Don vi chuyén trach vé CNTT cac bg, co quan ngang bd,
co quan thudc Chinh phu;
- Pon vi chuyén trach vé CNTT Van phong Trung wong Pang,
Tinh Gy, Thanh dy, cac Ban Pang.

Thoi gian qua, trong cong tdc gidm st an toan thong tin, Ban Co yéu Chinh
phti d3 phi hop véi nhiéu co quan don vi va xi ly cac nguy co tin cong mang,
gép phan dam bao an toan thdng tin cho nhiéu hé théng mang cong nghé thong
tin trong yéu ctia Pang va Chinh phu.

Hién nay, qua cong tac gidm sat, theo ddi c6 ton tai 16 hong bao mat méi trén
san pham vCenter Server (CVE 2021-21985), day la 156 hong bao mat duge xac
dinh la nghiém trong cho phép tin tic co thé tan cong thuc thi ma dde tir xa, tir d6
kiém soat va chiém quyén diéu khién vCenter Server, 15 héng bao méat nay da
duoc cong ty Vmware x4c nhén trén trang chi ngay 25/5/2021 (Chi tiét tai Phu
luc kem theo).

Ban Co yéu Chinh phti théng bao va dé nghi Quy co quan kiém tra, ra soat
va cip nhit ban va cho san phim vCenter Server dé phdng tranh nguy co tin cng
mang c6 thé xay ra./. 4"
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THONG TIN VE CANH BAO LG H@
(Kem theo Cong vin so/‘ﬁ/l@C YLC‘NT Gl

N
Theo khuyén cdo bao mat VMSA 2021-0010 ctia cong ty Vmware vao ngay
25/5/2021, trong d6 ¢6 théng bao chi tiét dén 156 hong CVE-2021-21985 trong
vSphere Client (HTML 5) mét thanh phan ctia vCenter Server va Vmware Cloud
Foundation. L3 hdng phat sinh do 18i x4c thuc thiéu kiém tra tham sb dau vao
trong tinh ning cta Virtual SAN Health Check (tinh néng nay dugc bat mic dinh
trong vCenter Server). Lo hdng nay thuc thi qua cdng 443 (https), cho phép ké tan
cong thuc hién céc 1énh véi dic quyén cao nhat trong hé thong va khéng bi han
ché bét ky truy cip nao dbi véi méay chu cai hé diéu hanh vCenter Server. Theo
danh gid ciia-CVSSv3 mirc d6 nguy hiém ctia CVE-2021-21985 13 9.8 (dic biét
nghiém trong). P4y 12 nguy co c6 thé gdy thiét hai 16n dén cac hé théng ciia mang
cua cac co quan, don vi dang sur dung hé diéu hanh vCenter Server.
2. Cac phién ban bi anh hwéng
- vCenter Server 6.5
- vCenter Server 6.7
- vCenter Server 7.0
- Cloud Foundation (vCenter Server) 3.x
- Cloud Foundation (vCenter Server) 4.x
3.Banva
Thang tin vé ban va 16 héng theo dudng link:
https ://www.vmware.com/security/advisories/VMSA-2021-0010.html

Trong trudng hop dic biét néu khidng thé va ngay 1ap tirc, quy co quan co thé tit

tinh ning Virtual San Health Check tai dudong dan:
https://kb.vmware.com/s/article/83829

4. 10Cs

Pé kiém tra hé thdng bi tin cong bdi 16 hdng CVE-2021-21985, c6 thé
kiém log trong céc thu muc theo dudong dn mic dinh:

- vCenter Server 6.x va phién ban cao hon trén Windows server:

C:\ProgramData\VMware\vCenterServer\Logs\
- vCenter Server Appliance 6.x: /var/log/vmware/
- vCenter Server Appliance 6.x flash: ~var/log/vmware/vsphere-client
- vCenter Server Appliance 6.x HTMLS: ~var/log/vmware/vsphere-ui

hoic theo cau hinh ctia nguoi dung c6 dau hiéu nhu sau:%
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==> [var{log/veware/vsphere-ui/logs/vsphere client virgo.log <==
[2021-05-28T15:45:14.391Z] [ERROR] http-nio-5690-exec-5 com.vmware.vsan.client.services.ProxygenController
cervice method failed to invoke org.eclipse.virgo.kernel.osgi.framework.ExtendedClassNotFoundException: CLASS cannot be
ound by con.vnvare.vsphere.client.thsan—G.?.a.zeaee—com-vmnare.vsan.client.h5-vsan-service_6.5.e.]l397981—storage-main in
[kernelBundleClassloader: [bundle=com.vmmare.vsphere.client.hSvsan-6.7.9.20090-com.vmware.vsan.client.hS-vsan-
service_6.5.@.11397981-storage-main]

at
-rg.eclipse.virgo.kernel.userregion;internal.equinux.KernelBundIe(lassLoader.loadClass(KernelBundle(lassLoader.java:lSB)

at java.lang.ClasslLoader.loadClass(ClassLoader.java:357)

at java.lang.Class.forName@(Native Method)

at java.lang.Class.forName(Class.java:264)

at com.veware.vsan.client.services.ProxygenController.invokeService(ProxygenController. java:63)

at sun.reflect.GeneratedMethodAccessor532.invoke(Unknown Source)

at sun.reflect.DelegatingMethodAccessorImpl. invoke(DelegatingMethodAccessorImpl.javaz43)

at java.lang.reflect.Method.invoke(Method. java:498)

at arg.springframeuurk.web‘method.support.Invocableﬂaﬂdlerﬂethod.doInunke(Invucahleﬂandlerﬂethod.java:205)

at org.springframewnrk.ueb.method.support.InvocableHandlerMethod.invnkeForRequest(InvocableHandlerMethnd.java:133)

at
-rg.springframemﬂrk.Neh.serv]et.mvc.method.annatation.Servletlnvacableﬂandlernethud.invukeﬁndﬂandle(Serv]et!nvocableﬂandler
ethed. java:27) .

at
-rg.springframenark.ueb.5ervlet.mvc.nethod.annotation.RequestHappingHand]erndapter.invokeHandlerﬂethod(Requestﬂappingﬂandle
Adapter.java:827)
at
-rg.springframenork.weh.servlet.mvc.method.annatation.RequestMappinghandlerﬂdapter.handleInterna!(Requestﬂappingﬂandlarndap
er.java:738)
at
-rg.springframework.web.servlet.mvc.methnd.AbstractﬂnndlerﬂethodAdapter.handle(AbstractHandlchethodAdapter.java:%ﬁ)
at org.springframework.web.servlet.DispatcherServlet.doDispatch(DispatcherServlet.java:967)
at urg.springframeuork.ueb.servlet.DispatcherServlet.doservice(DispatcherServlet.java-9Bl)
org.springframework.web.servlet.FrameworkServlet.processRequest(FrameworkServlet. java:970)
org.springframework.web.servlet.FrameworkServlet.doPost(FrameworkServlet.java:872)
javax.servlet.http.HttpServlet.service(HttpServlet.java:661)
org.springframework.web.servlet. FramewerkServlet.service(FrameworkServlet.java:846)
javax.servlet.http.HttpServlet.service(HttpServlet. java:742)
org.apache.catalina.core.Applicationfilterchain.internachFilter(Applicatianiltercbain.java:231)

org.apache.catalina.core.ApplicationFilterChain.doFilter(ApplicationFilterChain.java:166)
org-apache. tomcat .websacket.server.WsFilter.doFilter (WsFilter.java:52}) &
org.apache.catalina.core.ApplicationFilterChain. internalDoFilter(ApplicationFilterchain. java:193)
org.apache.catalina.core.ApplicationFilterChain.doFilter ApplicationFilterChain.java:166

com.vmware.vise.security.SessionManagementFilter.doFilter(SessionManagementFilter.java:201)
org.apache.catalina.care.ApplicationFilterChain.internalDoFilter(ApplicationFilterChain.java:193)
org.apache.catalina.core.ApplicationFilterChain.dofFilter(ApplicationFilterChain.java:166)
org.apache, catalina.core.StandardWrapperValve. invoke(StandardWrappervalve. java:198)
org.apache.catalina.core.StandardContextValve.invoke(StandardContextvalve.java:96)
org.apache.catalina.authentitatur.Authenticatnrnase.invoke(Authenticatorease.java:493)
org.apache.catalina.core.StandardHostValve. invoke(StandardHostValve. java:140)
- org.apache.catalina.valves.ErrorReportValve. invoke(ErrorReportValve.java:81) ; ¥ 4
. org.apache.catalina.valves.RemoteIpValve. invoke(RemoteIpValye.java:685) .. e d oA v
org.eclipse.virgo.web.tomcat.suppnrt;ApplicatiananeTrackingValve.invoke(ApplicationNameTraEkinEVaIVé.javé.
org.apache.catalina.valves.AbstractAccesslogValve. invoke(AbstractAccesslogValve. java:650)
org.apache.catalina.core.StandardEngineValve. invoke(StandardEngineValve. java:87)
org.apache. catalina.connector.CoyoteAdapter. service(CoyoteAdapter. java:342) :
org.apache.coyote.httpll.Httpl1lProcessor.service(Httpl1Processor.java: 800) -
org.apache.coyote.AbstractProcessorLight, process(AbstractProcessorLight. java:66) w
org.apache. coyote.AbstractProtacol§ConnectionHandler.process(AbstractProtocol. java:860)
org.apache. tomcat.util.net.NioEndpoint§SacketProcessor.doRun(NicEndpoint.java:1471)
org.apache.tomcat.util.net.SocketProcessarBase. run(SocketProcessorBase. java:49)
java.util.concurrent. ThreadPoolExecutar. runiorker(ThreadPoolExecutor, java:1149)
java.util.concurrent.ThreadPoolExecutor$Worker. run(ThreadPoolExecutor. java: 624)
org.apache, tomcat.util.threads.TaskThread$WrappingRunnable.run(TaskThread.java:61}
java.lang.Thread.run(Thread.java:743)
Caused by: java.lang.ClassNotFoundException: CLASS cannot be found by com.vmware.vsphere.client.h5vsan-6.7.0.20000-
com.vaware.vsan.client.h5-vsan-service_6.5.0.11397901-storage-main
: at org.eclipse.osgi.internal.loader.BundleLoader.findClassInternal(Bundleloader.java:501)
at org.eclipse.osgi.internal.loader.BundleLoader.findClass(BundleLoader. java:421)
at org.eclipse.osgi.internal,loader.BundleLoader. findClass(BundleLoader. java:412) =
at org.eclipse.osgi.internal,baseadaptor,.DefaultClassloader.loadClass(DefaultClasstoader. java:187)
By >
urg.eclipse.virgo.kernel.userregion.internal.equinox.KernelBundleclassloadeBAIoadclass(KernelBundle(lassLoaden.java:146)
... 47 common frames omitted

5. Thong tin chi tiét

Théng tin chi tiét vé 16 hdng nay co tai cac duong link dudi day:

- https.//'www.vmware.com/security/advisories/VMSA-2021-0010.html
- https://blogs.vmware.com/vsphere/2021/05/vmsa-2021-0010.html

- https.//core.vmware.com/resource/vmsa-2021-0010-faq 4///




